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Audience Notes

• There is no call-in number for today’s event. Audio is by streaming only. 

Please use your computer speakers, or you may prefer to use headphones. 

There is a troubleshooting guide in the tab to the left of your screen. Please 

refresh your screen if slides don’t appear to advance.

• Please use the “chat” feature below the slides to ask questions throughout 

the presentations. We will pose questions after the presentation and will 

address as many as time permits.

• A recording of today’s session will be posted within one week to the 

Commission’s website, www.ccmcertification.org

• One continuing education credit is available for today’s webinar only to 

those who registered in advance and are participating today. 



Learning Objectives Overview

After the webinar, participants will be able to:

1. Describe the new HIPAA right of electronic access and understand how an 

institution can help or hinder these rights. 

2. Discuss strategies for helping patients to make meaningful use of their own 

health data. 

3. Demonstrate understanding of why patients want their health data and the 

impact it has on health status, care planning and care coordination. 



Introduction

Patrice Sminkey
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• Webinars

• Certification Workshops

• Issue Briefs

• Speaker’s Bureau

www.ccmcertification.org



EHRs: Increasing Focus on Patient Engagement

Office of the National Coordinator for Health Information Technology. 'U.S. Hospital Adoption of Patient Engagement 
Functionalities,' Health IT Quick-Stat #24. dashboard.healthit.gov/quickstats/pages/FIG-Hospital-Adoption-of-Patient-
Engagement-Functionalities.php. October 2015.

2014



2016: Enhanced patient access to records 



Why it matters



Christine Bechtel, MA

President

Bechtel Health

10

Proprietary  to CCMC®

The Latest on Patient Privacy Rights: Consumers and 

Electronic Access to Health Data



The Latest on Patient 
Privacy Rights: 

Consumers and 
Electronic Access to 

Health Data 
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GetMyHealthData Campaign



About Us:

� A consumer-led, national 
campaign to help patients get 
access to their electronic 

health data and troubleshoot

problems along the way.  

� We provide resources for patients 

and providers, based on consumer 

reports of their experiences

� AKA: Tracers

� Coordinated by the National 

Partnership for Women & Families, 

in collaboration with 

� health, consumer and 

technology groups; 

� individual advocates and 

experts.

� Funded by the Robert Wood 

Johnson Foundation and individual 

donors



Overview of Core Strategies

� Showcase the problems and successes in today’s system: #Tracers
� Volunteers who want their health data, are wiling to make a HIPAA request, 

and tell us about the results.

� Problem solve for and with consumers: #Helpers
� Individuals & Organizations who lend their services, resources, or expertise to 

support the Tracers or advance campaign goals

� Enable data utility, privacy & security: #Tech
� Guidance for consumers on what to do with the data – keep it safe, make it 

useful.

� Create a better environment:  #Policy
� Advocating for policies that liberate data and make it safe, secure and 

useful.

� Foster consumer demand and provider awareness: #Comms
� Raise awareness (consumers & providers) about the value of health data, 

how to request it, how to respond to requests appropriately. 
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Today’s Agenda

• Electronic access: A right, and the 

right thing to do:

– Benefits of access to consumers 

– Legal rights overview 

• Little Known Facts about the Right of 

Electronic Access 

• The Wild West – what patients 

experience today

• You can help! Resources…

� Q&A

Surgeon, 

oncologist, 

radiologist, 

different forms. 

Argh!!

-Martha M., WA
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Patients Speak
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• Conducted at the fifth anniversary of the 

HITECH Act

• Respondents who have a main doctor 

and know if the doctor uses paper or 

electronic records:
– 1192 EHR respondents

– 853 paper respondents

• Harris Poll conducted a nationally 

representative online survey in April-May 

2014 

• Full report available at: 

www.NationalPartnership.

org/PatientsSpeak



Do Patients Want Online 

Access?  

…Uh, yeah! 
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• Among respondents with online access, 86% use it at least once a year.

• Even among paper respondents, 64% say online access is important.

Never, 

14%

1-2 times/yr, 

31%3-6 times/yr, 

29%

7-11 

times/yr, 

10%

Once/month

+, 16%

Use of Online Access

Never

1-2 times/yr

3-6 times/yr

7-11 times/yr

Once/month+

55% use online access 3 or more times a year!



Why Online Access is 

important to patients… 
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10%

23%

31%

38%

49%

56%

56%

58%

59%

64%

66%

75%

0% 10% 20% 30% 40% 50% 60% 70% 80%

Do nothing

Share my health information with family…

Set or track goals for my health

Download medical records/history

Access immunization records

Email doctor or office staff

Review doctors' treatment…

Review doctors' notes from previous visit

Submit medication refill requests

Schedule appointments

View medical records/history

Review test results

Which of the following activities would you do with

online access to your health information?

[Base = All qualified respondents (n=2045)]



More Online Access Leads to 

Better Care
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63% 65%

40%

48%

39% 41%

32%

88%
85%

75%
71% 71%

68%

59%

0%

10%

20%

30%

40%

50%

60%

70%

80%

90%

100%

Knowledge of

my health

Ability to

communicate

with my main

doctor/

other health care

professionals

Quality of care Ability to correct

any errors in

my medical

record

Desire to do

something to

improve my

health

Decision to stay

with my

physician

Ability to share

my

medical and

health

information with

family or other

caregivers

Online Access to Health Information: Positive Impacts

More Frequent Access = Greater Benefit

[Base = Accessed EHRs online (n=492): 1-2 times/year (n=187); 3+ times/year (n=305)]

Accessed 1-2 times/year

Accessed 3+ times/year

My whole team 

on same page! 

Marjorie M., CA



How do consumers feel 

about privacy?
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57%

71%

57%

78%

89%

53%

59%

66%

79%

91%

54%

61%

64%

78%

90%

The privacy of personal medical records and

health information is not currently well…

Widespread adoption of electronic health record

systems will lead to even more personal…

Electronic health record systems provide better

tools to protect the privacy and security of my…

Patients today have reasonably good

opportunities to decide who can get access to…

In general, I trust my main doctor and other

health care professionals to protect the privacy…

Total

EHR

Paper
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87%
84% 83% 82%

78%

55% 57%

75%
68% 69%

0%

10%

20%

30%

40%

50%

60%

70%

80%

90%

100%

Letting patients see a

record of who has

accessed their medical

information

Giving patients more

control over how their

medical information is

used beyond direct

care

Complying with privacy

and confidentiality laws

and rules

Earning patients' trust

about how their

providers' medical

record system handles

their medical

information

Giving patients

confidence that their

medical information is

safe so that

unauthorized people

do not see it

EHR and Paper Patients Alike Find EHRs Significantly More Useful and 

Protective of Privacy Across Key Domains
[Base = All qualified respondents: (n=2,045)]

Usefulness of EHRs

Usefulness of paper records

Patients Find EHRs More 

Useful in Protecting Privacy



How do consumers feel 

about online access and 

privacy?
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Those who use online access more frequently (3+ 

times per year) have significantly greater trust that 

their providers will protect their privacy and other 

patient rights:

• 84 percent trusting “completely” or “a lot,” 

compared with 69 percent.



So what does all this mean? 
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• Patients want online access 

• It enhances trust

• They want to health data in important, new ways

• Apps, portals, etc. 

• They have some concerns about EHRs and privacy.

• Those who use health data say they are more 

engaged, motivated to do something about their 

health.



Information Technology (IT) has 

finally come to health care…
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Thanks HITECH Act!!! 

� In 2009, HITECH Act created “Meaningful Use EHR Incentive 

Program” 

� Most providers now have an EHR – so they hold electronic 

data.

� More than 8 in 10 physicians have some form of EHR (ONC Dashboard)

� 95% of hospitals have adopted certified EHR under Meaningful Use (ONC)

� As part of this program, many providers and hospitals created 

patient portals and/or can produce structured Summary of 
Care Documents

� Including ability for patients to “view, download or transmit” their health 

information in a computable format

� Most also have the ability so send email, create PDFs, etc. 
24



HITECH also created a new 

HIPAA Right of Electronic Access

� The Health Insurance Portability and Accountability 

Act (HIPAA) was amended in 2009 to ensure that 

patients have a legal right to an electronic copy of 

their medical record. 

� If the provider can produce data electronically. 

� Regulations implementing this right were finalized in 

2013

� New clarifying guidance just issued by the Office of 

Civil Rights January 7th, 2016
25



Growing pains…..

26



Right of Electronic Access: 

As a patient, you can….
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• HIPAA right to request an eCopy:

– If the information can be produced electronically, patients can request it 

that way. 

– Including X-rays and images

• If their records are paper, patients can still request an eCopy, 
such as a scanned-in PDF.   If the provider can technically do it 

they must.

– But they don’t have to buy special equipment.

• Patients can request the data be in a certain format (CCDA, 

CCR, PDF, XLS, etc.) – human or machine readable, or both

– If the record can technically be generated in this format, it must be. 
• OCR : Not a matter of willingness; it’s a matter of capability. 

– If format cannot be readily produced, must come to agreed upon 

alternative.  (and if no agreement possible, revert to paper). 



Right of Electronic Access:

28

• OCR also says that “Where the Covered Entity is providing 

electronic copy, we also expect the copy to be in machine 

readable form to the extent possible, consistent with the 

request.”

– Again, providers don’t have to be ready for every electronic format

• But do need to know what they are capable of and not (capable vs. 

willing)

• If the provider is using “Certified EHR” (e.g., Meaningful Use 

EHR, then electronic copy is readily producible. 

• Provider can also offer the patient eCopy via Meaningful Use 

EHR patient portal, if the patient agrees/desires. 

– Doesn’t cover all the information in the HIPAA “designated record set” but 

is typically a fairly comprehensive record of care. 



Right of Electronic Access:
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• Delivery:

– Patients can negotiate delivery mechanisms, including: Unsecure email, 

secure email, regular mail, in person pick up, sent to an app, USB stick, CD 

ROM, etc. 

– If provider can technically do it, and it poses no undue security risk to their 

systems, they must honor the request. Even if there is risk to the patient’s 
data.  Entity not responsible for disclosures resulting from insecure 

transmission if patient requested it. 

• Timeliness:

– HIPAA sets records request timeline of 30 days with one extension if 

needed.

– OCR clarified: 30 day window is really for old, archived, not readily 

available info. Expect that if requests can be met sooner with electronically 

available info, 30 days is an “outer limit.”



Right of Electronic Access:
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• Fees:

– Reasonable, cost-based: 

• Labor for copying PHI

• Supplies for creating copy

• Postage, if mailed

– Does not include*

• Verification

• Documentation

• Search/retrieval

• Maintaining systems

• Recouping capital

• Other costs

• Should per-page fees apply to electronically produced data? 

We say no. Guidance forthcoming. 

Given the positive 

impact health data has 

on patients’ care and 

outcomes, 

GetMyHealthData

believes it’s a best 

practice to charge no 

fees – at least for the 

first annual copy of 

health data. 



NEW RESOURCE! 
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Tracer Patients….

Anyone can do it! 
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What We’re Learning…

� Bright Spots

� Patient Portals – popular, but not perfect

� Dazed & Confused 

� Federal access policies may be in place but implementation highly 
variable

� Request process overly complicated; too many ways it can go wrong

� Culture Clash 

� Many providers lack workflow for eCopies or are unaware of right of 
electronic access

� Culture of resistance still the norm

� Format Matters 

� Data received is not always useful!

� Show Me the Money 

� Fees are barriers; lack of transparency
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What We’re Learning: 
Record Requests can be Costly
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What We’re Learning: 
Format Matters

“I have two binders 

and 8 discs. Swell.”

“I attempted to get my data from my primary care doc in an 

electronic file sent to my Direct address. After some discussion, the 

best they could offer was a CD… it is a 47 page PDF of many things 

and of varying sizes and resolutions…Incomplete at best. Nothing 

readable or computable in blue button or any other format.” 



What We’re Learning: 
Culture of Resistance 

One Georgia health system tells patients they can get their records “If 

they ask correctly.” 

“Offices seem puzzled [by patients asking for their data]. Practices in 

general have no email capabilities with patients, and respond 

begrudgingly to requests.” 

“Medical providers treat my data as if it were top secret. I understand 

their concern about revealing my data to third parties, but many are 

reluctant to reveal it to me. Listen up! It’s my body, my health. I have 

the right to all relevant medical information. How can I make informed 

decisions about my own health if I don’t have information?” 
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Troubleshooting & Provider 

Resources 
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Tips and resources to navigate common roadblocks to 

requests for your health data available at: 
https://getmyhealthdata.org/home/troubleshooting/

https://getmyhealthdata.org/provider-resources/



Key Actions for Case 

Managers
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1. Be a Tracer yourself. 

2. Promote and leverage online access to health 
information in patient and family engagement, care 
coordination. 
– Understand what’s possible, including view, download, 

transmit

3. Bring together the records request staff with the health 
IT staff
– How do we meet requests in my organization? How can we 

do better? Are we giving patients the data they need and 
can use?

4. Use the Infographic

5. Give us feedback! 



Contact Us:

christine@getmyhealthdata.org

www.getmyhealthdata.org
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Thank you!
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• Please fill out the survey after today’s session

• Those who signed up for continuing 
education will receive an evaluation from the 
Commission. 

• A recording of today’s webinar and slides will 
be available in one week at 
http://ccmcertification.org


